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Anomaly Detection of Processes Behavior in Container Based on
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Abstract: Container technology improves the efficiency of application distribution and deployment with its features of
lightness, flexibility and rapid deployment. However, the characteristics of low resource isolation and shared kernel introduce
new security risks to containers and cloud platforms. This paper proposes an anomaly detection scheme of processes behavior
in container based on system call sequences and long short-term memory (LSTM) neural network, the scheme collects the
system call sequence data of the whole life cycle of processes through the agentless monitoring mode, and uses LSTM to
capture the semantic features of sequences. At the same time, two methods of abnormal decision are proposed by means of
cumulative deviation in local window. Furthermore,in order to optimize the training efficiency of the model, an algorithm for
removing duplicate short sequence samples with the same ratio is designed. The experimental results on the public dataset
and real attack scenarios show that the scheme can effectively detect the abnormal behavior of processes in container,and the
detection performance is better than other similar methods.
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&i£1 Algorithm GetSample( )

Input ; Seq
Output ; Training Sample
1:for each s in Seq do

2: tmp_seq «— s

EE 2021 4
3. if len(tmp_seq) >T then //FHKEE
4 if tmp_seq not in Sample then
5 Sample < tmp_seq
6: Extract ShortSeq from tmp_seq
7 if ShortSeq not in Map then
8 Map<«—ShortSeq
9 if s not in Map[ ShortSeq] then
10 Map[ ShortSeq] <« s
1. Map[ ShortSeq][s] «+ 1
12. else
13 Map[ ShortSeq ][ s] ++
14, Delete first value in tmp_seq
15 :end for
16 ;. for each ShortSeq in Map do
17 :if len( Map[ ShortSeq]) | = 1 then

18 ged_v «— ged(Map| ShortSeq]) // B KN4
19. for each s in Map[ ShortSeq| do

20 count «— Map[ ShortSeq][s] / ged_v - 1
21 Combine ShortSeq and s to form a sample
22, Add count samples to Sample

23. end for

24 .end for
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&3%2 Algorithm Detection ()

Input: Seq of testing process

Output ; Abnormal process and short sequences
1:Load normal model \ReviseLib .\ T & and M

2:Set W.6,.6, and 6,

3 : Input preprocessed testing Seq into model

4. Obtain predictive output and target output probability
5 : Calculate ShortSeqProb of each MShortSeq

6 .for all ShortSeqProb, in ShortSeqProb do

7 :if ShortSeqProb, < & then

8. Record abnormal MShortSeq,

9. count «<— Count abnormal MShortSeq in local W window
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. if count > ¢, then 18. 03. 0-ce , R 2= HELR K Tensorflow 1. 11. 0.

abnormal _window_prob ++

4.1 HEBEETKEE

12 .end for

13 :if abnormal_window_ prob > 6, then

14:  Output abnormal process and short sequences
15 : else

16. for all s, in predictive output do

17. if s, #s, then

18 if s, and ShortSeq, , not in ReviseLib then

19. Record abnormal s,

20 count«—Count abnormal s in local W window
21 if count > 6, then

22 abnormal_window_value ++

23. end for

24 . if abnormal_window_value > 6, then

25 Output abnormal process and short sequences
26: else

27 . Output process is normal
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Bayes-like classifier based on Markov Model''* Host 60 ~99 0.56 ~3.40
0C-SVM Gaussian Kernel %) Host 80 ~93 5~10
Context-free grammar with ELM and SVM'*) Host 81 ~88 2.1~3.9
Clustering combined with Bayesian classification''®] Host 100 12.5
Kernel States Modeling!!”? Host 100 0-~10
Key-value pair of system calls!'?! Cloud 0.82 ~ 100 0
Back propagation neural network with HMM ('8 Cloud 89 ~92 1.16 ~1.42
Introspection-Based Hybrid IDS!'*) Cloud 89 ~98 2.05 ~11.05
Ensemble-based classifiers! '’ Cloud 99.75 6.24
Modeling I0CTL with HMM "' Cloud 100 5. 66
CPBDL proposed in this paper Cloud 89 ~100 0.29 ~0.55
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B B hy 0 Xy B b, A A ) RS R 1K) Y
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(11,16 ,17 ] (K 547 #E £ F CPBDL (1% 0, (A 7E H
[l G I 22 1, 15 i 3400 = F CPBDL, A5 Sk [ 12 1 %A
FEAE R AR AR AN IX R4 K, T CPBDL #E iR iR T 5

F14) ] R, 6 0 23 708 A i 2 AN O, LT DR 5 7 4 i K-
Z k.
4.4 MHEELI

TEFRE 5 R %E CPBDL fy¥ 55, 2% A UnixBench
TR I T H R 1 A 2 1B A7 5| AR PEREAL A F
ik, 25 Rl 6 firs.

&5 R A A1, CPBDL 45 s N R B 179l A T
—EMIPERE T4, 2 ERINAE UL i AT execl bR
B R A PAT R G T T, SR R AE T CPBDL R
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